IgnitionOne

Description
HIVO/HIL
(PPC tracking - conversions coming from paid search.)

With Ignitionone, you can better understand each customer, value them using the
IgnitionOne Score, and engage them with personalized messaging across Display, Social,
Search, Email, Metasearch, and your own website — all from a single platform.

Privacy Policy

IgnitionOne, Inc. and its wholly owned subsidiary Netmining LLC and affiliates (collectively,
“IgnitionOne” “Netmining” or “we”) offers a suite of digital marketing services under the
brand names IgnitionOne, Netmining and AppAudience and select partners offer those
services under the brand name APX Programmatic. Our digital marketing services are
designed to help online advertisers generate a higher return on their marketing and media
buying investment. This Privacy Policy describes our practices in connection with Personal
Information (defined below) that we collect through http://www.ignitionone.com/ (the
“Site”) Our Site is directed primarily to businesses. This Privacy Policy does not address the
collection, use or disclosure of information through our IgnitionOne or Netmining behavioral
advertising, optimization and analytics services; if you wish to understand our practices with
respect to information we collect via our IgnitionOne or Netmining behavioral advertising,
optimization, data management and analytics services, please review our IgnitionOne
Services Privacy Policy.

By providing Personal Information to us, you agree to the terms and conditions of this Policy.
If you do not agree to the terms and conditions of this Policy, please do not provide any
Personal Information to us. We reserve the right to change this Policy. You can determine
when this Policy was last revised by referring to the “LAST UPDATED” legend at the top of
this page. Any changes to our Policy will become effective upon our posting of the revised
Policy on the Site. Use of the Site following such changes constitutes your acceptance of the
revised Policy then in effect.

IgnitionOne is a member of the Network Advertising Initiative (“NAI”), which is a cooperative
of online marketing and analytics companies committed to building consumer awareness
and establishing responsible business and data management practices and standards.
IgnitionOne complies with the 2013 NAI Codes of Conduct as well as the cross-industry Self-
Regulatory Program for Online Behavioral Advertising as managed by the Digital Advertising
Alliance (“DAA”) as well as the Digital Advertising Alliance EU (“eDAA”) and the Digital
Advertising Alliance Canada (“DAAC”).

1. What Types of Information Do We Collect From You?
Personal Information is information that identifies you as an individual. In order for you to
take advantage of particular opportunities provided by us (for example, to sign up to be a
customer or to register for a webinar), we may require that you furnish Personal
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Information. We collect Personal Information from you, such as your name, postal address,
telephone number, e-mail address, credit card number or other payment account number,
only when you voluntarily provide it to us.

Non-Personal Information is aggregated information, demographic information and any
other information that does not reveal your specific identity. We and our third party service
providers may collect Non-Personal Information from you, including your IP address,
computer type, screen resolution, OS version, Internet browser, demographic data (for
example your country), as well as information collected through the use of cookies, pixel
tags, web beacons, and other similar technologies to better serve you with more tailored
information and facilitate your ongoing use of our Site and our services. We and our third
party service providers may also aggregate Personal Information in a manner such that the
end-product does not personally identify you or any other person, for example, by using
Personal Information to calculate the number of customers we have in a particular state.

Cookies.

We use cookies, pixel tags, web beacons and similar technologies on this Site. We use them
to conduct analytics that help us understand how our Site is being utilized so that we can
make it better. We also allow third parties to place cookies and collect Non-Personal
Information. Some of these third parties provide functionality such as social networking or
sharing functionality on the Site. Other third parties help us conduct Site analytics. While still
other third parties may help collect information to be used to target advertising as described
below. If you do not want information collected through the use of cookies, there is a simple
procedure in most browsers that allows you to decline the use of cookies. You can also
delete the cookie we set for you. To learn more about cookies, please

visit http://www.allaboutcookies.org/.

Third Party Advertisers. We may use third-party advertising companies to serve ads on the
Site and/or on the sites on which we advertise. Please note that these companies may use
information (not including Personal Information) about your visit to the applicable site in
order to provide advertisements about goods and services that may be of interest to you. In
the course of serving advertisements, these companies may place or recognize a unique
cookie on your browser. In addition, we may use web beacons provided by third-party
advertising companies to help manage our online advertising. These web beacons enable us
to recognize a browser’s cookie when a browser visits this site and to learn which banner ads
bring users to our Site. To learn more about our third-party advertising companies, cookies,
and how to “opt-out,” please go

to http://www.networkadvertising.org/managing/opt out.asp, http://www.aboutads.info/c
hoices/ or http://youradchoices.ca/choices.

IP Addresses.

Your IP Address is a number that is automatically assigned to the computer that you are
using by your Internet Service Provider (ISP). This number is identified and logged
automatically in our server log files whenever users visit the Site, along with the time(s) of
such visit(s) and the page(s) that were visited. Collecting IP Addresses is standard practice on
the Internet and is done automatically by many web sites.
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1. How Do We Use Information Collected From You?
Personal Information.
We may use Personal Information:
— for the purpose for which it was provided (e.g., to provide services to you and contact you
regarding these services, to sign you up as a customer or partner and/or to send requested
information to you).
— for billing and customer care purposes (e.g., to fulfill your purchase of services).
—to respond to your problems and comments.
— to approve and enable your participation in the Site and Site services (e.g., to permit you
to subscribe to our blogs and RSS feeds, as applicable).
— to permit you to participate in a webinar.
—to permit you to request access to our client login on the Site, and use our client login and
the services offered therein (e.g., permit you to review your company’s bill), as applicable.
—to inform you of products, programs, services and promotions that we believe may be of
interest to you.
—to send you important information regarding the Site, changes to our terms, conditions,
and policies and/or other administrative information. Because this information may be
important, you may not opt-out of receiving such communications.
— for our internal business purposes, such as data analysis, audits, developing new products,
enhancing our Site, improving our services, identifying usage trends and determining the
effectiveness of our promotional campaigns.

Non-Personal Information.

Because Non-Personal Information does not personally identify you, we may use such
information for any purpose. In addition, we reserve the right to share such Non-Personal
Information, which does not personally identify you, with affiliates and other third parties,
for any purpose. In some instances, we may combine Non-Personal Information with
Personal Information (such as combining your name with your geographical location). If we
do combine any Non-Personal Information with Personal Information, the combined
information will be treated by us as Personal Information hereunder as long as it is so
combined.

IP Addresses.

We use IP addresses for purposes such as calculating Site usage levels, helping diagnose
server problems, administering the Site and tracking your Internet usage, including
identifying your geographic location. We may also use and disclose IP Addresses for all the
purposes for which we use and disclose Personal Information. Please note that we treat IP
Addresses, server log files and related information as Non-Personal Information, except
where we are required to do otherwise under applicable law.

1. How Is Personal Information Disclosed? We may disclose Personal Information:
— to our affiliates so that they may use such Personal Information for the purposes
described in this policy. IgnitionOne is the party responsible for the management of
the jointly-used Personal Information.
—to our third party service providers who provide services such as website hosting,
data analysis, payment processing, order fulfillment, infrastructure provision, IT
services, customer service, email delivery services, credit card processing and other
similar services to enable them to provide services. For example, we may use third
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party analytics services, and they may place cookies on your computer and record
data about your Site usage on our behalf. IgnitionOne is potentially liable for the
onward transfer to third parties of personal data of EU and Swiss individuals pursuant
to the EU-US and Swiss-US Privacy Shield programs, respectively.
— to an affiliate or other third party in the event of any reorganization, merger, sale, joint
venture, assignment, transfer or other disposition of all or any portion of our business,
assets or stock (including without limitation in connection with any bankruptcy or similar
proceedings).
— as we believe to be appropriate: (a) under applicable law including laws outside your
country of residence; (b) to comply with legal process including where we are required to
disclose an individual’s information in response to a lawful request by public authorities,
including to meet national security or law enforcement requirements (c) to respond to
requests from public and government authorities including public and government
authorities outside your country of residence; (d) to enforce our terms and conditions; (e) to
protect our operations or those of any of our affiliates; (f) to protect our rights, privacy,
safety or property, and/or that of our affiliates, you or others; and (g) to permit us to pursue
available remedies or limit the damages that we may sustain.

1. Other Important Notices Regarding Our Privacy Practices.
Third Party Sites.
This Privacy Policy does not address, and we are not responsible for, the privacy, information
or other practices of any third parties, including without limitation any of our affiliates and
any third party operating any site to which this Site contains a link. The inclusion of a link on
the Site does not imply endorsement of the linked site by us or by our affiliates.

Security / Integrity / Purpose Limitation.

We use reasonable organizational, technical and administrative measures to protect
Personal Information under our control. Unfortunately, no data transmission over the
Internet or data storage system can be guaranteed to be 100% secure. Please do not send us
sensitive information through email. If you have reason to believe that your interaction with
us is no longer secure (for example, if you feel that the security of any account you might
have with us has been compromised), you must immediately notify us of the problem by
contacting us in accordance with the “Contacting Us” section below (note that if you choose
to notify us via physical mail, this will delay the time it takes for us to respond to the
problem). We process information in a way that is compatible with and relevant for the
purpose for which it was collected. To the extent necessary for those purposes, we take
reasonable steps to ensure that any information in our care is accurate, complete, current
and reliable for its intended use.

Opt-Out.

If you no longer wish to receive marketing-related emails from us on a going-forward basis,
or if you would prefer that we do not share Personal Information about you on a going-
forward basis with our affiliates for our affiliates” marketing purposes, you may opt-out of
receiving such marketing-related emails or from such sharing by sending an email containing
your request to privacy@ignitionone.com. Please specify clearly which of the following
choices you are opting out of:
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— Receiving marketing-related emails from us; and/or

— Allowing us to share Personal Information about you with our affiliates (including our
parent and subsidiaries) for their marketing purposes.

We will endeavor to comply with your request as soon as reasonably practicable. For your
protection, we will only implement opt-out requests with respect to the particular email
address that you use to send us your request, and we may need to verify your identity
before implementing your request. Please note that if you opt-out as described above, we
will not be able to remove your Personal Information from the databases of our affiliates
with which we have already shared your Personal Information (i.e., to which we have
already provided your Personal Information as of the date that we implement your opt-out
request). If you wish to cease receiving marketing-related emails from such affiliates, please
contact such affiliates directly or utilize any opt-out mechanisms set forth in their respective
privacy policies or marketing-related emails.

Do Not Track.

A number of industry groups are attempting to develop a Do Not Track (DNT) standard.
Currently, the standards regarding the DNT signals and appropriate responses are not
defined. Accordingly, we do not assign a meaning to DNT signals.

Accessing, Changing or Suppressing Personal Information.

If you would like to access, change, suppress or otherwise limit our use of your Personal
Information that has been previously provided to us, you may contact us by sending an
email containing your request to privacy@ignitionone.com. IgnitionOne acknowledges that
EU and Swiss individuals have the right to access the Personal Information that we maintain
about them. An EU or Swiss individual who seeks access, or who seeks to correct, amend, or
delete inaccurate data, should direct his query to privacy@ignitionone.com. For your
protection, we will only implement such requests with respect to the Personal Information
associated with the particular email address that you use to send us your request, and we
may need to verify your identity before implementing your request.

In each event, you must clearly indicate the information that you wish to have changed or
suppressed or clearly indicate the limitations you wish to put on our use of your Personal
Information. We will endeavor to comply with your request as soon as reasonably
practicable. We may need to retain certain information for recordkeeping purposes, and
there may also be residual information that will remain within our databases and other
records, which will not be removed therefrom.

Retention Period.
We will retain your Personal Information for the period necessary to fulfill the purposes
outlined in this Privacy Policy unless a longer retention period is required or permitted by
law. You may request that we change or delete your Personal Information by following the
instructions above.
Note Regarding the Use of the Site by Children: The Site is not directed to individuals under
the age of thirteen (13), and we request that such individuals do not provide Personal
Information through the Site.
e Privacy Shield.
IgnitionOne and our affiliates (e.g., IgnitionOne Limited, IgnitionOne NV and Knotice,
LLC) complies with the EU-US and Swiss-US Privacy Shield Frameworks as set forth by
the US Department of Commerce regarding the collection, use, and retention of
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personal information from European Union member countries and
Switzerland. IgnitionOne has certified that it adheres to the Privacy Shield Principles
of Notice, Choice, Accountability for Onward Transfer, Security, Data Integrity and
Purpose Limitation, Access, and Recourse, Enforcement and Liability. If there is any
conflict between the policies in this privacy policy and the Privacy Shield Principles,
the Privacy Shield Principles shall govern. To learn more about the Privacy Shield
program, and to view our certification page once it is available, please
visit https://www.privacyshield.gov.

IgnitionOne is subject to the investigatory and enforcement powers of the FTC.

Jurisdictional Issues.

We do not represent or warrant that the Site, or any part thereof, is appropriate or available
for use in any particular jurisdiction. Those who choose to access the Site do so on their own
initiative and at their own risk, and are responsible for complying with all local laws, rules
and regulations. We may limit the Site’s availability, in whole or in part, to any person,
geographic area or jurisdiction we choose, at any time and in our sole discretion. By using
the Site and submitting any Personal Information, you consent to the transfer of Personal
Information to other countries, such as the United States, which may provide a different
level of data security than in your country of residence.

Contacting Us.

If you have any questions regarding this Privacy Policy, please contact us by email

at privacy@ignitionone.com, or please write to the following address:

Privacy and Legal Department

IgnitionOne, Inc.

470 Park Avenue South, 6th floor

New York, NY 10016

Please note that email communications will not necessarily be secure; accordingly, you
should not include credit card information in your email correspondence with us.

Enforcement.

We encourage interested persons to raise any concerns using the contact information
provided above and we will investigate and attempt to resolve any complaints and disputes
regarding use and disclosure of information.

Privacy Complaints by persons located in the European Union and Switzerland.

In compliance with EU-US and Swiss-US Privacy Shield, IgnitionOne commits to resolve
complaints about your privacy and our collection or use of your Personal Information.
Persons located in the European Union and Switzerland who have inquiries or complaints
regarding this privacy policy should first contact IgnitionOne at privacy@ignitionone.com.
IgnitionOne has further committed to refer unresolved privacy complaints under the EU-US
and Swiss-US Privacy Shield Principles to the BBB EU PRIVACY SHIELD, a non-profit
alternative dispute resolution provider located in the United States and operated by the
Council of Better Business Bureaus. If you do not receive timely acknowledgment of your
complaint, or if your complaint is not satisfactorily addressed, please visit www.bbb.org/EU-
privacy-shield/for-eu-consumers/ for more information and to file a complaint.

Please note that if your complaint is not resolved through these channels, under limited
circumstances, a binding arbitration option may be available before a Privacy Shield Panel.
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lgnition Opt-Out

If you no longer wish to receive marketing-related emails from us on a going-forward basis,
or if you would prefer that we do not share Personal Information about you on a going-
forward basis with our affiliates for our affiliates’ marketing purposes, you may opt-out of
receiving such marketing-related emails or from such sharing by sending an email containing
your request to privacy@ignitionone.com. Please specify clearly which of the following
choices you are opting out of:

— Receiving marketing-related emails from us; and/or

— Allowing us to share Personal Information about you with our affiliates (including our
parent and subsidiaries) for their marketing purposes.

We will endeavor to comply with your request as soon as reasonably practicable. For your
protection, we will only implement opt-out requests with respect to the particular email
address that you use to send us your request, and we may need to verify your identity
before implementing your request. Please note that if you opt-out as described above, we
will not be able to remove your Personal Information from the databases of our affiliates
with which we have already shared your Personal Information (i.e., to which we have
already provided your Personal Information as of the date that we implement your opt-out
request). If you wish to cease receiving marketing-related emails from such affiliates, please
contact such affiliates directly or utilize any opt-out mechanisms set forth in their respective
privacy policies or marketing-related emails.
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